EHUNIPFRFHNEE Vol.65 No.12 1892-1902 (Dec. 2024)

HEE R

E

ANEEI 2o 5 LRI R 72
FHEK S A - 94 75 DL

ALY BE R AN IEALY

Zf+H 20235F12RA 50, H$*H 2024F9A9H

BE: 79 FF—NEOT - RED DI FAEETH ), B LS N RE CEEOHE AT
Be e e e [E AR5 (LUF FHE: Fully Homomorphic Encryption) &% ® HIIZESWIZEIFEI N TWD.
FHE OFEMLIZENT T, HEOBSHFAPREINTEY, ThEhois s ETTEER 9475
DDEHAGEAET S, AT, ETREPUBEARICHESE, MRS IR 5475 ) 2BIRT A
DO EFT- 72, BARBYIZIE, #1912 OpenFHE, Lattigo, TFHEpp 4 79 VIZFNENEE SN
72 BFV, BGV, CKKS, TFHE Hifli i XORMZEHMFEECHEREET B L 7. EBr S, 128bit
security {72 3/37 A —% TIiZ BGV, BFV, CKKS DIHIZEETHL Z xR Liz. 72, RO
EHAKREVEEIL TFHE BEARDSHEHI TH D, FHORSI/NSIWIEAEIL CKKS ARSEYTH B Z
EERRLE 22T, 29 FTRIEHTEEZ DRAM B2 HIR I N AEH L. 22 T2HHIC,
TFHE Hiffi /5 X A3522% £ 1172 OpenFHE & TFHEpp 74 75 ') #H\WC, DRAM %=l BREF 0> 5247 K]
%> Solid State Drive (SSD) OiifigiiE % Lk L7z, FEBi2 S, DRAM A&HIRT Tid OpenFHE 12X
C TFHEpp 2SE#ThH 5T L &R LT,

*—7— R E4MEFERS, FHE B55®X, FHER 5S4 751

Comparison of FHE Schemes and Libraries
for Efficient Cryptographic Processing

ARrisa Tsuiit®  TaTsuro ENDOZ  MasaTo OgucHr!-P)

Received: December 5, 2023, Accepted: September 9, 2024

Abstract: Cryptographic processing is imperative for protecting data on cloud servers, and Fully Homomor-
phic Encryption (FHE), which can perform any calculations in an encrypted state, is highly expected for this
purpose. In the pursuit of practical applications of FHE, multiple encryption schemes have been proposed,
and several libraries are available for executing these schemes. In this study, we conducted a comparison
to help select the appropriate FHE encryption scheme and library based on the execution environment and
processing requirements of the application. Specifically, we first organize the time-space complexity and com-
patible operations for BEV, BGV, CKKS, and Zama’s variant of TFHE schemes implemented in OpenFHE,
Lattigo, and TFHEpp libraries. For achieving 128-bit security, it was found that BGV, BFV, and CKKS, in
that order, are the fastest. Furthermore, Zama’s variant of TFHE was more compatible when the depth of
multiplication is large, but CKKS was more compatible when the depth of multiplication is small. Here, the
available DRAM capacity is often limited in the cloud. Therefore, as a second consideration, we compared
the execution times and Solid State Drive (SSD) bandwidths between OpenFHE and TFHEpp for Zama’s
variant of TFHE in environments with limited DRAM. It was found that TFHEpp is faster when DRAM is
limited.
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1. @FU®IC

WAE, 7T FETKHEBEL AT L& L, Cv o
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e HLENHY, BMAEHRO 7 77 =195 00
MR AREFHD ) A7 D5Ew. 22T, Bafbanz7—
5 OB OEB D e % st 4t M ARG5S (LUF FHE: Fully
Homomorphic Encryption) [1] 25 EH Z4£H T\ %, FHE
Tid, BFV /3 [2], BGV i 3], CKKS /75X [4], TFHE
RS (5] % EHBOR S HRIREENTEBY, Zh
NSO FEN R L, T2, INOLoOT %
FATWEE R 74 77 ) BSHEEAATEL, £7 4 77 3MH
WEENRL L. ETRERCE 5L S 2 IREECFT )
WIS b a5 h e 94 79) %38 2 LEDDH
L, B OWIeE DA FHE 5 4 75 1) N Ct) 7 /%
TA=YHRFBEL, BEHFRLTA 77 OHEEITH Z
EIIES TR,

KEGTIE, BEEORSHRE T4 75 Ot EIT,
FHE % L T AT A &5 2O SEHRa fefit 3
5l HMES S, BAEMIZIE, WO OpenFHE [6],
Lattigo[7], TFHEpp 74 77 ) [8] TZNENFEE I
72 BFV, BGV, CKKS, TFHE #iff i |2BW\T, &
FATIRE O RE[H 22 I 5T o RD =AY\ FEAT T RE RV 55 % A Bl
L7z, EEg»S, BEOWR G %17 ) W&, Lattigo 7
4 75) 0BGV HANFRETH S Z LW Ghorz. FE)
INBUS ORGSR AI] fE 22 CKKS 43Tk, il L 7o %
BAEAVN S VAT Lattigo 5@ TH 0, S 0IGEIE
OpenFHE 725&# T - 72. CKKS /3 & TFHE #ifd J;
RO T, EEOEEOBEOTA %179 Bid TFHE
HAE A OREH 22 FT R E VNS WA, X7 MVAFETIE
CKKS HRDP N TH S I L xR L7

ERWRT 7)) r—2a v EFEELIZBOTXTOFHE
Fa AL E O E L, RFREMEIEE I RKEWI L
Thab. K2, 777 FRETEI VM a7+ OFH
WCE>T1HDY) Y =A% 4E 9 729, DRAM Oflif
P, ANV =V REHTALENHL 9. L7
o T2FHEIZ, DRAM AR & 72 IREE T TFHE i
AR OFETICE L% LT, TFHE #f X vEE s
72 OpenFHE & TFHEpp M %ATHEM, SSD #illgE, B &
OEERFE X LB L 72, FIHTEEZ DRAM F®IC&on
TH#EY T4 77) 2FRTLHZEVHNTH L. EOR
&, DRAM A= HlRIZ L Y OpenFHE @ gate key DL
BEH 2SN % 72%, TFHEpp 7% OpenFHE X 1) &# T
HHTEERRLT

¥/, PHERTIR, FHER S AR - 94 75 2%
T =3 a YNTEMII L, FHE % F\ 72855 LB o
BMARENZ EER LA BRWIZIE, HELb 74 79

© 2024 Information Processing Society of Japan
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. 7 AREMBETIE, DL 1Oo0FT ) AR %
B Tr 7 MEERY M SN2 T— 7 RX—RA L BE
T52LT, RRDOERTH 2 0HEERT). EBNS
bootstrapping & B 53 &9 L OMED % 4T 9 B A
VBRENZ EDN ol

REEOEME LT IRT.

e FHE 5 2% — 2 (BFV, BGV, CKKS, TFHE Hiff 7
) BLUF 175 (OpenFHE, Lattigo, TFHEpp)
O ZEHEHAREZHE L, FETRES FHE £ v
TATH MBI LTt 722 & O % &R 5 72D D ILEL
Bi1o7.

e DRAM HEOHIF T T, TFHE Hiffi iR FEEsIh
7z OpenFHE & TFHEpp ®FATHER], SSD 7 i i,
FERpE A L L7z, ZOFHME, FIHTREZ: DRAM
HEICEDOWTHY R IA 7T ) 2ERT L% H
MET5.

e HElib 74 75 ) IZEEI N BGV AREH /27
J AHEMER O % 1T\, FHE BRSO AR SR
W EHIRLT.

2. i

2.1 EREREES

FHE &, fEEOEFEICOWT, 75 ZRi5{bL 72k
BTRMEL, ZTRIETZTHZ LT, BafbEdI5E
L7cHAE LR UHERVBEONLE S HFRDOZETHE. @
ZEFAL L 7ZIRETITT b S INE, @ ZRE 5L L7zIRET
TN BHE, m, n 2B Lshabiie 35 &, FHE IE
2RIz (1), (2) Wz d.

Decrypt(Encrypt(m) @& Encrypt(n)) W

= Decrypt(Encrypt(m + n))

Decrypt(Encrypt(m) @ Encrypt(n)) )
= Decrypt(Encrypt(m x n)) ®
B 1 |2 FHE O SUBOGIEZ RS, FLBEITLT O
L) frbihs.
e I O—FT (2T 1 XAvt—ImEFLMIIEH
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Fig. 1 Processing flow of FHE.
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Ry € Zz]/(aN +1) L EB SN D, BHHEOA Y £ —
Pme(s=0,...., N=1) % 1 DDF¥L M8y ¥
795 EHNTES. TFHE #fE R (221 HEZ
) TiE, PXMEFP—FALTEREN, 120D
A= m AL ODFLMIZEREIND.

o AR X MDPSETLCIIERT DI0DH®
T 4. FHE 3RS 7 FXx H TRy,
wE L ARRBOMAER T A, —RIC, AR TR
b, WEBETHEHTEIT .

e BESIL P MDPOEBEFTXLC ZEMKT 5. BFV,
BGV, B XU CKKS AR TIE, K5 CIi3LmA
Ry € Zy[x]/(aN +1) TEBEN L. FXMMPET S
ZEARNE, /AR, Ar—=0 v rnN5x—-% Bk
OARSAZHH L TS X C2ETLHA R, 12V
Y7 &, TFHE HfE X TR 5 SCE S EED
F=FATH5D (n+1) RO PV TERIHINS.

e JEHE :BFV, BGV, CKKS FA Cld#EFAINE - #[A]
Risets, TFHE (M) 730 ClIBERIBEREHE 217 .

e Modulus switching % /=13 Rescale : BFV, BGV,
BLUCKKS FATIE, FIXMIZ/ A4 X%MMZ
THFbEN b 720, FEPICEE S C I/ A XN
EHT5. JAXEIRELDET 2T A% ¢g2b ¢
(¢,q e N, ¢ < q) \ZEHT LI ETHIRSNG., &
OFSEIX, BFV, BGV F3. Tl modulus switching,
CKKS /30 Tld rescale &IFIEN S, FNEFNDORE 5
7T, FHE W % Bil4G4 %1112 modulus switching
$ 7213 rescale DEFTHH ZRET HUENRDH 5.

e Bootstrapping ' W5 X CIZERE L7/ 4 X% Hl#
T5. A XHEEA M2 7255 L1213 bootstrapping
@A TE R\, #Y7% ¥ 4 I 27 T bootstrapping
ZATH) 2 EICE D, HERERET LI EPTET
»A. FIZ, TFHE HHE 5 X I2 9% S 7z table
lookup (2 & % KK O FEATRED / 4 X OHIH I
programmable bootstrapping & H-EIL 5.

o B MEHAMFHL KT C2HTL, XM
5.

o FA—F 4V i va—F 4 Y OMDOFINEEAT
W, EXM R Ay =T m ICEHT S,

2.2 FHEBESAREZITTY

FHE |21 BFV, BGV, CKKS, TFHE([11], TFHE #
HHR L, BROBTHAPREINTBY), thth
B B O MM AN R L. T, KRS HADE T hE
LBREOITIATII)VNRHENTNS.

2.2.1 BESAX

% 1 12 BFV, BGV, CKKS, TFHE, TFHE #iffi /i
O RT. BFV, BGV, B XU CKKS /iZ, boot-
strapping O ¥R 7% &, EARW LB 5 LB O AUEE LT
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& 1 FHE K5 0L
Table 1 Features of FHE schemes.

i
FHE
BN AVE 4
WEIR g emeor FAq o
BFV v integer N
BGV v integer N
CKKS v floating-point N/2
TFHE v binary 1
TFHE #fifil v v floating-point 1
»%. BFV, BGV, CKKS R T, B3 n/ziKET

H7 A % Bl $ % Z & T bootstrapping # FH5 4. %
7o, HEETINE - EETFEHEZIT). 22T, BFEVBLU
BGV 4L RLWE [/ [12] 2 L CEHRAZFHMmL, 1
DDOFLIZ N DX v — TV M RETH S, —H T,
CKKS J3ld Fourier Z24#t & i fH L CIFB/ Mg 2 37 L,
1 OO N2 D A v — 2 ZHEMMTTHETH 5.

TFHE Ji®RiX, BFV, BGV, CKKS J3 & AN 20
FUEEAE 5 TFHE A3 TlE, FEX M I AF T
EFE SN, HEFEETEE L) R A S 5. dEE R
INE R FE I 217 WA, AR EHE Y HAS
bR LUEND L. bootstrapping (X, / 4 AN—E&RIT
HIJ S 7855 A& S 172 LUT (Lookup Table) &
M-EN B X7 M Vo R fiiEx SR 5 2 & Tirbh
%. bootstrapping (3 [ F& & RN 3 2 Kl — b THEAT
INb.

TFHE Hif# 5% TFHE A%k L7220 DT, pro-
brammable bootstrapping & M-E 2 EEE 2L D, #EFE
FRENE AL 721 T AR RO ERTERE O WHETH 5.
T, TUa-FOEREICLY, FE/NLE O AE
TH5H. [FROFED 1 DIZFHEFO FY) 7 M= F — %
KT b2 EHbiFoNS [5). AW TR, BFV, BGV,
CKKS, TFHE #iffi XDz 47- 7.

222 F177Y

FHE OFEFE %175 T 5T 4 77 VITHEAFET 5 [13].
R 2 IEESHADPEESINTNLIATT) O—H%
A9, BFV, BGV, CKKS 7i#d OpenFHE, Lattigo %
EDI4 75 THEESINTWS. OpenFHE 34— 7>~
V—=ADTA4TFZ)Th, 2021 412 Google |2 & - TH
FENT, C++D T U7 5 4% FHE W5 % V72 MLFR |2
TS D T AL T M4 NTHEA SN TWS. Lattigo
X GoBrEDTIA T T ) ThHY, WHEITHLHE D EE SN
TV,

TFHE, TFHE #f% /3% OpenFHE, TFHEpp 7% &®
TAT I TEEINTWS, TFHEpp &+ —7 >V —2A
DC++DTA 77T, +1)TF VO TFHE DFH [15]
L0 10% I EEETHL. FHERSHR - 914 751) 0
i TiE, OpenFHE, Lattigo, TFHEpp ZffH L, FHE
G AW ET T = a YoFETIE, EHVWS
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® 2 FHE BoiAAr#EEINTHEI7/4 775
Table 2 Libraries in which the FHE encryption schemes are

implemented.
FHE 5475
R 2
iR OpenFHE Lattigo TFHEpp
BFV v v
BGV v v
CKKS v v
TFHE v v
TFHE Hiff v v

LT3 HELb % w7,

23 ZAbhL—¥

759 FERETII VMR Y7+ 2HLT1IHEDY
V= AN E END 720, DRAM OfEARIERAME L, A b
L=V %FHTLLENH 5. Solid State Drive (SSD) &
R AT XL L RCEEBE AR E LA L—
YT, 3DNAND 79 v ¥ 2 A% [16] % 3D XPoint [17
PREEND % L, BAEMZERAEID 5T W5 [18]. CPU,
DRAM, B LU SSD THKEND Y AT AT, #IHIC
CPUMGHD 7 = v F, Fa—F, 7, HEOHIE1T
. FEEINLMHRT— 1L, DRAM O load/store
WAL ) T 7 AENS. SSD ND T — %X, DRAM
R=TVFy vy aF@3 Ny T 7rFyy v alliE%ETS
CETHEATREE 72 A, DRAM AEDAE L TV A4,
DRAM OFE&m % LT A720% v v ¥ 2@ E v, SSD
NOT 7R AEEN LA L. F2, KMEHO DRAM N
DF—% % —HIZ SSD IZBMST L AT v F 7w bR,
SSD ONER AT ICHETEAT v 74 Y FETEN
B ATy TEMECLD, EBEODRAMAEL NS LD
AEYDRDHLL)IIRLFES .

3. FAEMZR

Sathya & [19] 138 % FHE K55 F % 5% L, Editor
5 [20] 1% FHE 74 77 TETTELEEL L T
Wah, L2 Lads, T OWgIZSEEOFE TR O 5l
EEHEATHARG, KIFE TR, ETROBEHO FHE Ky
HRETA 77 OREMZEHGEHEEZ LB L7, Gouert
5 [21] {* Terminator 2 Benchmark Suite & I %X~
FY—7 2L, BEOTA 77 ) M TRBICULETE
LERE AL T T r =Y a v 2L Twa. L
PLAENS, BELZAF—2%FHLTIATT)HO
W Z1T-o T\ 5, Kt TiE, AL IA4 75 )L
o TR & BB B 4 I2HES LT b, Fawaz 5 [22]
¥ Microsoft SEAL 74 77 1) Zffi L C, BFV, BGV,
B LU CKKS A D&MW 5L FATRH & i L T
. LoLads, EmERETARETIA 770128 oT
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B h. AT, BEOIA 7)) 2 LTS
A& B L7 Acar 5 [23] 13 SHE[23], LHE[24], B X
O'FHE OHGFHOHH L, —HRICAHIN TV W5 )
ROETHER 25l L TV 5. RBFETIE, &HIot+—7
YV—=ATA T ) OFEITHRH & LELL 72, Doan 5 [25]
FEEORS /e T4 75 ) OETRHOFM %47 > T
%. ZOFHEiTIZ, BFV, BGV, CKKS i IZDwTH
BXLEAXDOKRB N 2 2L S BEOITA4 75 ) BO%E
TR % IEEE L T\ B A%, AW TIE bootstrapping % 1T
HPIERE L TREST A 2 LA RE A 2L s &
7B O 22 M 2 i L 7.

FHE OFHFHEESRE WEEEICH LT, N—Fv =
TT7RIL—=varybEENTwA. Jung 5 [27] 1
GPU IZ# L 72 FHE 7 )V T A A %IE L, Riazi & [28)
& Beirendonck & [30] i FPGA, Kim 5 [29] & ASIC %
FRALZH LT —F 77 F v 2REL TS INHOD
e, BRI OR MV Ay 7 & XA|Y) mHEIEEZ 54T L
TWwWa, Aifsecid, TFHE HfEHRIZB 2 FHTRER
DRAM % % 2L S B 7B O EITH R R FE 25, SSD
TR A G L, TFHE HAE 7 X o 8 2 AT IS B e
DRAM HEOMET DBHEI 2 HFERE R LT,
RNETAMTZ) DM

OpenFHE, Lattigo, 8 XU TFHEpp 71 77 TZh
FNFEHE SN2 BFV, BGV, CKKS, TFHE #iffij)ii#
g L7z, HMAIELL T D 3 DDA T v T TiTo 7z,

o WFE3CIIx L CHEMBIBEAMATHE 2 1T\, HED 2 v

=T F1ODFLIINYy F T H I ENHREE W
) Fi & $520 BFV, BGV, CKKS HF o175
7z. Lattigo 3 £ U° OpenFHE 4 75 & v TH
OB 5 CH OFH 21T 9 BRI 22 M 5= & 5Hl
L7.

e BFV, BGV, CKKS H &1Z£%R Y, F3X M AN
A F 1) TEFK SN, table lookup (2 & 1) HAEEIEK
O MR RIEE % 1T ) TFHE #ifE /71220 CEHili L
72. OpenFHE & TFHEpp 714 779 #H\WwT, sk
(shared key) DTER, gk (gate key) DTEM, 8bit @
B E R DOFEB O FML, bootstrapping, H5 %179 K
DR 22 G % T L 7z,

o EBOFMEATHEZ CKKS ik & TFHE #iff 5o
% 1ir-72. %8B, 4.2.1HTIT-72 BFV, BGV,
CKKS Hk % i 72k R &, 4.2.3 THTfT- 72 CKKS
JiA & TFHE MR % it L 7o R 2 B3 5 2 &
T, BFV A& TFHE HfE N0 ik, 8 XU BGV
#: & TFHE #ifE o RS iETH 5. CKKS
753 Cld OpenFHE 5 1 75 ), TFHE AR Tl
TFHEpp 74 79V /2. B LMo i A5
B7x 5 CKKS /i & TFHE #iff )7 X CAF 72 vk %

4. FHEBR=
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& 3 BFV, BGV, CKKS FADWIETHHT 5,37 X =%
Table 3 Parameters used to compare BFV, BGV, and
CKKS schemes.

(a) Parameters

55 = t N batch
BFV 65,5637 32,768 32,768
BGV 65,5637 32,768 32,768

CKKS 65,537 65,536 32,768

(b) Ciphertext modulus ¢

SEHRIL

EEHN FA4T T
2 4 6 8 10
BEV Lattigo 118 177 235 294 352
OpenFHE 118 177 236 295 354
Bav Lattigo 118 235 352 410 583
OpenFHE 118 236 354 472 590
Latti 146 236 326 416 506

CKKS arieo

OpenFHE 145 235 325 415 505

& 4 TFHE ffFXOFHECHEAT 255 2 —%
Table 4 Parameters used to evaluate Zama’s variant of
TFHE scheme.

FA77) N n q gadgetBase  baseSK
OpenFHE 2,048 512 227 27 27
TFHEpp 2,048 500 232 26 24

119729, EBOMEOFRFE 21T G &7 MV
ZERIMAET 2561200V, ETRMEZ IR L.

4.1 ETRE

#+ 3124213 TBFV, BGV, CKKS A% lt#¥ 2%
B L7289 A —% %7RF. batch ¥, = a—7«
YOI LI ODF LIy F U T ENDL Ay =T DO
R, FEIREIL, bootstrapping * 17hH 3 12 #GE LT
FHST L LD MRER R ERT. F72, £4124.22
JHC TFHE WAE 3% 5FAli 5 A2 B L7289 2 — %
%753, TFHE Hiff /550 Cld, BE5301d LWE R3E [26] 12
HOLKARZ M RLWE BEICESCLHAZRD 2 50
% 5. GadgetBase 1, RLWE (220 < B3 3/
DIFEFD 728 D decomposition & MIXI L EAIEIZB T,
EELD ) A XS DO ENL/85 A —F
T#H 5. BaseSK 13, RLWE (235 { 5% LWE Ri&
123D KBS SCICEWRT % 720 D key switching & IFIE
LEECHHT A, R 5 124.23HIZBITH CKKS 3
& TFHE Hff 5T (3) EEOMEOFRFE B LV (4) N7
N OVINEE O FEATHR Z L L 22BN A — 8 &
RY. FEHMEICB VT, 128y hobF 2 T4 B
FTIRIMD/NT X =% & L7z, CPU X AMD Ryzen 7
5700G@3.80 GHz # il L, 8 2D a7 & 16 Ol CPU

© 2024 Information Processing Society of Japan

® 5 CKKS FRAOK (3), X (4) DFHETHAT 287 2 —%
Table 5 Parameters used for the evaluation of CKKS scheme
in Eq. (3) and Eq. (4).

n t N batch q TR
X (3)

2 65,537 8,192 4,096 183 2
20 65,537 65,536 32,768 955 20
40 65,537 65,536 32,768 1,475 26
60 65,537 65,536 32,768 1,640 29
80 65,537 65,536 32,768 1,750 31
100 65,537 65,536 32,768 1,805 32

A (4)

2 65,537 4,096 2 78 1
20 65,537 4,096 32 78 1
40 65,537 4,096 64 78 1
60 65,537 4,096 64 78 1
80 65,537 4,096 128 78 1
100 65,537 4,096 128 78 1

2000 = BFVin OpenFHE
BGV in OpenFHE
CKKS in OpenFHE
BFV in Lattigo

= BGV in Lattigo
CKKS in Lattigo

1500

1000

E1TH (msec)

2 OpenFHE & Lattigo 1253 217 BFV, BGV, BX
CKKS JiR DO ARG & 2L & 7B FEATREH 0 H i
Fig. 2 Comparison of the execution time of BFV, BGV, and
CKKS schemes using openFHE and Lattigo libraries.

iz Cwhb. DRAM X 16GB ® DDR4 % L, &
ML= TIEFE RS 238GB @ SK hynix PC711 SSD % H
W7z,

4.2 FHERER
4.2.1 BFV, BGV, CKKS ARXDLt#:

2 |2 OpenFHE & Lattigo # £/ L ¢ BFV, BGV,
B LU CKKS HADFFIEREE 2240 S 7B 0 FEAT R
DA RT. Ba RO TIX, $§NTORFREET
BGV, BFV, CKKS FRDIEICEETH L. TTOR
BHRESA75) OMEEOHT, Lattigo ® BGV 3k
PR THAH. BFV & CKKS FRTIE, FEEEDI/NES
WA Lattigo 29&#TH 1, KEWVIE1E OpenFHE
WEHTH 5. 3 |2 OpenFHE & Lattigo & fliH L C
BFV, BGV, BX U CKKS HFROFHEIREELE(LS 72
Boxe)fEHE%RY. CKKS At BFV & BGV &
RICHRTAEVHHESI SV, IXTORSHAB LD
FeEERE IR LT, OpenFHE 13 & ) Ao X £ A& T
FATWRETH 5.
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400 = BFVin OpenFHE
BGV in OpenFHE

CKKS in
300 OpenFHE

BFV in Lattigo

(MB)

=

= BGV in Lattigo

2
200 = CKKS in Lattigo

XEVER

100

RERE

3 OpenFHE & Lattigo 2% & L7z BFV, BGV, B LU

CKKS FRADFEIREL A ZAL S F72BE0 2 ) M= g

Fig. 3 Comparison of memory usage of BFV, BGV, and CKKS
schemes using OpenFHE and Lattigo libraries.

% 6 TFHE Hiffi i )"E% 37z OpenFHE & TFHEpp O%EAT
TR O i
Table 6 Comparison of the execution time of Zama’s variant
between OpenFHE and TFHEpp.

- = sk DERK gk DER St bootstrapping '’
477

(ms) (ms) (ms) (ms) (ms)
OpenFHE 0.801 3,652.380 0.040 463.729 0.007
TFHEpp 0.041 6,442.310 0.018 26.865 0.003

4.2.2 TFHE BREAXOBFEZEEGEE

% 6 |12 OpenFHE & TFHEpp 94 75U 2T
TFHE #ifE /7 X % 5247 L 72 R 0 AT 2 7R 97, Gate
Key A & bootstrapping D FEATREH A K\ Z & 2355
05, gate key DA IZB VT, OpenFHE i3 TFHEpp
I0b 1764 FEHEHTH L. —H T, bootstrapping Tl
TFHEpp (& OpenFHE X 9 & 17.261 f5m#TH 5. L7z
735 T, bootstrapping 2SI FAT 2 N5 35E61L TFHEpp
WEETHL. MTA771)LL, gate key DERHIC
AEVMHEHESHEML, ETHEIZIEN 3.3GB I2#ET 5.
ZDI%FEAT SN 5 bootstrapping Tid, ATV MHHEIIH
3.3GB THERE§ 5. 5 I CTREMIZ I %2 1T 5 72.
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Fig. 4 Comparison of the execution status of Eq. (3) between
CKKS and Zama’s variant of TFHE.
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Fig. 5 Comparison of the execution status of Eq. (4) between
CKKS and Zama’s variant of TFHE.
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WHVIRIZ L 0 ES#ALDSTBE/ZAS, ZORIZ AT YA
BENEL b vo M A, Lo T, AET
12 DRAM BEAHIR SN TW A IREET, TFHE i
MNEFHE E N7z OpenFHE & TFHEpp 7 4 7 71 OFATE
], SSD aifigiiE, L OELERFEZ KT 5. KRERT
X100 DA v t—TIIxf 9 5 —BMORE S (AR, B
54k, bootstrapping, #%5) DEHix{T-72. FHE 737
Sy R ETHHESNBBEERZ A — V¥ Y v L2 FEERE AT
V>, DRAM % 0.5GB, 1GB, 2GB, 3GB, B X UHIBEZ
LICRRE LB AOMBEEER L.

5.1 ETRE

CPU X AMD Ryzen 7 5700G @ 3.8GHz ZffH L, 8
DDAT E 16 DB T &2 5. EBTIEIDRAM A&
ZHIR$ % 72812 Docker 2 7 F 2 fH L7z, A7 v T
560 SSD & LT, #xk238GB F T HEZ SK hynix
PC711 #ffH L7-. % 4 |2 OpenFHE 8 X U TFHEpp T
L7289 A =% %R_7.

5.2 ERER

EfTIFE & SSD wiEktE X 6 (2 DRAM & &AM IR &
N7zF® TFHEpp B & UF OpenFHE 74 77 ) I2BI1T 5
TFHE /7 O FEATRE M, gate key ORI, b
& O bootstrapping O FETR I OZE L ZRT. A E 1) A3
RENTWRWEE, gate key DA Tid OpenFHE 7°
TFHEpp L D E#RTH 5. LA LA S, DRAMABED
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Fig. 6 Comparison of the execution time when the DRAM is
limited in Zama’s variant of TFHE with TFHEpp and
OpenFHE.

# 7 TFHE #ffih2%8 SN/ TFHEpp B & UF OpenFHE (2
B %5 DRAM ZH=ASHIR & /23560 SSD wisilR o2 1k
Table 7 Comparison of SSD bandwidth changes when the
DRAM is limited in Zama’s variant of TFHE between
TFHEpp and OpenFHE.

BEhst ST50 DRAM ZE4IRE (GB)

0.5 1 2 3 HIBR% L
gate key DK
OvenFHE read 41.902  47.347  64.349 31.816  0.166
pen write 39.723 45412 99.876  41.086  0.179
TFHE read 0635 0103 0138 0053  0.034
PP write 317.097 254104 160.888  0.179  0.104
bootstrapping
OvenFHE read 31.358  19.946  17.116  7.985  0.005
pen write 2811 10077 14553  8.008  0.006
CPHE read 33.020 28.433  30.074 38.378  0.724
PP write 6.318  10.995  33.147 44.998  0.077

#IBRIZ & ) OpenFHE IZ81} % gate key DA B¢ 3%
L<HEINT 5. | 7 1I2DRAM FEVHIBR S N5E60
TFHE Hifi 555 S 172 TFHEpp & OpenFHE 128
\7 % SSD #igiR D%l %R 3. OpenFHE O gate key @
AT, DRAM HEOHIRIZ & 2 g O # i i o
N7y, OpenFHE D3 Tt gate key DERHIZKED
T=2IIT 7 A L WEIDH ), DRAM FE ORI
L0 SSD DT 7 L ADHHENHIML 72\ 2 £ QAT
H5H. —JiT, DRAM BROHIBIC & 0 L 5
B ATV PARL, FETHRRMAMEINY 5. TFHEpp T gate
key AT 26, DRAM A= OHIRIZL Y SSD FH &
ABTIEIRASRIRICHE I3 5. TFHEpp (& gate key D4
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Fig. 7 Comparison of changes in implementation efficiency
when the DRAM is limited in Zama’s variant of TFHE
between TFHEpp and OpenFHE.
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TV —3a 28T 5 CPU & DRAM @ load/store
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Fig. 8 Breakdown of the load imposed on NTL::FFT for each

function during execution.
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% 8 hyperthreading A &I - #EXHEED HLEL
Table 8 Comparison between when hyperthreading is enabled
and disabled.

BRI AR L
(W51% 12) (L% 12) (U554 24)
WIEITHER (s) 477.33 605.57 623.67
AW (s) 144.17 155.43 166.41
bootstrapping (s) 164.96 223.12 230.30
IPC 2.56 2.49 2.19

WHEL 24 OB E OFATREM A /R §. FEATRHNIZ IR AL,
bootstrapping & & 12, HEREE (FIEL 12) < HxhE (GF
FIE12) < BRIEE (8515 24) &7 5. hyperthreading A
D, FEATRERNIZIETI O & b v a 7L
[ UIEFE 12 THA L, 2oRIENT%. 120 L0
PHHLIZE 79 CPU I A FOKELZAFR SRV
LR, IPCH 24925 219 CKTF$25Z 00, XE
)25 CPU O load/store a4 DEASK MV 4w 7 &
%, 2f5127% 572 CPU O EEMEREZ G TE Tk
WZ WG hh. Lk s, HElb 74751 @ BGV A
Xz, CPU MR R WETTZ2WT, CPU
D load/store i DR MV Ay 7 EEZ N5,
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